
SOLUTION OVERVIEW 

RSA SECURID® SUITE 

The most actionable insight to protect enterprises 

and minimize the friction that users face, 

empowering businesses to get more done 

IAM programs are struggling to keep up with new challenges presented by cloud, 

mobile, and today’s advanced attack campaigns.  The proliferation of multiple 

disparate Identity solutions is expanding the attack surface exponentially, making it 

very difficult to secure access and maintain compliance, and to stay agile enough to 

support the business. 

Organizations have attempted to solve Identity challenges using solutions that do not 

integrate or communicate, leaving them with “Islands of Identity” that result in 

incomplete visibility, insufficient controls that inhibit users, and a lack of knowledge 

about who is accessing the most critical assets, or whether that access is appropriate. 

Identity is today’s most  
consequential attack vector. 

Compromised identities are exploited at every stage of the cyber kill chain. The latest 

Verizon Data Breach Investigations Report cites that compromised identities are 

involved in 63% of breaches.   Organizations need Identity controls that create 

hurdles for attackers and mitigate Identity risk, minimizing damage and loss. 

RSA SecurID® Suite: Identity and Access 

Assurance  
As with other Identity vendors, the RSA SecurID Suite provides leading components of 

an Identity solution: 

 Secure and convenient access controls (multi-factor authentication and single

sign-on) to assure users are who they say they are

 Control of who has access to what

 Compliance with regulations and organizational policies

 Streamlined user access request and delivery

 Reduced Identity risk

However, the RSA SecurID Suite is different.  It provides the most actionable insight 

to protect enterprises and minimize the friction that users face, empowering 

businesses to get more done.  With the RSA SecurID Suite, organizations achieve 

security and convenience, enhance compliance, and reduce risk through a solution 

where the essential capabilities of assurance, access, lifecycle and governance work in 

harmony. 

KEY BENEFITS 

 Streamlines access control,

enabling companies to embrace

cloud-based applications

without sacrificing security

 Simplifies how user access is

governed across the enterprise,

making it possible to achieve

sustainable compliance

 Shrinks identity as an attack

vector by coordinating access,

identity assurance, governance

and lifecycle into an integrated

solution

 Reduces friction between

security owners and business

users

 Automates how user access is

requested, approved and

delivered

 Extends access protection to

traditional, web, mobile and

SaaS applications, enhancing

the value of your current

security technology

investments
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Unlike other Identity vendors, the RSA SecurID Suite: 

• Removes friction for users: end users select from the broadest range of

authentication methods, aligned to the context or risk of the situation and the

options made available by the organization

• Combines the capabilities that matter: the RSA SecurID Suite is the only

Identity solution that combines the separate disciplines of access, governance,

lifecycle and identity assurance

• Drives informed decisions: business stakeholders and security teams act with

insight and identity intelligence, ensuring simple, appropriate, and seamless access

to critical business resources, while improving productivity and user experience

• Leads the way: with over 30 years of market leadership and 25,000 customers,

organizations can rest assured that RSA continues to lead the market we pioneered.

The RSA SecurID Suite is RSA’s Identity and Access Assurance solution, combining 

identity assurance, secure access, governance and lifecycle management to disrupt 

the most consequential threat vector: Identity.  Identity and Access Assurance 

supports today’s enterprise’s needs to mitigate identity risk, whether on-premise or in 

the cloud.   It cohesively integrates “Islands of Identity,” providing consistent policies, 

contextual and risk-based strong authentication, governance, and automated lifecycle 

management, and orchestrates processes with the line of business to ensure that all 

user access is appropriate and seamless. 

The RSA SecurID Suite offers three key benefits: 

Reduces Risk and Increases Security 

The RSA SecurID Suite enables you to protect your business.  It: 

• Provides essential identity intelligence that delivers a foundation for identity and

behavioral analytics to distinguish when good users go bad or bad actors are using

compromised identities

• Helps assure identities through context-based multi-factor authentication with

policy-driven access controls, helping to ensure access is both secure for the

enterprise and convenient for the end user

• Reduces Identity risk and makes compliance easier through visibility and control

over the governance, management and access of users across the identity lifecycle

Identity 
Assurance 

Access 

Governance Lifecycle 



Empowers Secure and Convenient Identity Decisions 

The RSA SecurID Suite provides actionable insights to help minimize the friction that 

users face.  It: 

• Aligns authentication to risk and context for secure and convenient access 

• Empowers business stakeholders to make informed decisions on Identity based on 

insight and identity intelligence, improving productivity and user experience and 

ensuring simple, appropriate and seamless access to critical business resources 

• Enables end users to select the authentication method that works for them, based 

on the options that the organization has chosen 

Allows Organizations to Securely Adopt Cloud and 
Maintain On-Premise Investments 

The RSA SecurID Suite supports today’s enterprises whose infrastructure spans cloud 

and on-premise resources.  It: 

• Enables organizations to take advantage of cloud solutions with on-premise security 

levels providing secure and convenient access to anything 

• Bridges “Islands of Identity” across hybrid environments 

• Supports and drives industry standards, encouraging interoperability and reducing 

management challenges 

• Enables organizations to take advantage of the power of cloud to enable access 

anywhere at any time 

The RSA SecurID Suite 

RSA SecurID Access 

Enables secure and convenient user access  

RSA SecurID Access delivers secure and convenient access for any user, from 

anywhere, to anything. Companies use RSA SecurID Access to regain control of a 

disrupted perimeter with strong, secure access and single sign-on to the leading Web 

and SaaS applications, native mobile apps and legacy resources (including VPNs, 

firewalls, virtual desktops and Windows or Linux servers). Administrators apply 

consistent and centrally enforced contextual access policies to efficiently configure 

access for users based on the business areas they operate in, application sensitivity, 

session and network info, and device type.  

With RSA SecurID Access, organizations can: 

• Apply the same highly secure access levels for SaaS and mobile apps that are 

already provided for on-premises applications. 

• Confidently access applications from any device located inside or outside the 

network, while sensitive user credentials stay safe on-premises. 

• Speed user access to applications with a frictionless user experience, enabling 

the business to get more done. 

• Provide user friendly step-up authentication options from the user’s own device. 

• Govern access using context sensitivity policies that look at application type, 

location of user and more. 

  



RSA Identity Governance 

Centrally manages and governs access 

RSA Identity Governance simplifies how user access is governed across the 

enterprise, making it possible to achieve sustainable compliance by fully automating 

the monitoring, reporting, certification and remediation of user entitlements.  

With RSA Identity Governance, organizations can: 

• Gain enterprise-wide visibility into all user access privileges.

• Identify orphan user accounts and remediate inappropriate user access.

• Engage the line of business for user access review and certification processes.

• Manage and audit all entitlement changes through integration with enterprise-

wide access fulfillment and enforcement systems.

• Implement security and compliance controls such as segregation of duties and

ensure that policy and control objectives have been met to provide evidence of

compliance.

• Deploy efficient and consistent processes around lifecycle events.

RSA Identity Lifecycle 

Simplifies and automates the access request process 

RSA Identity Lifecycle simplifies and automates how access is requested, approved 

and delivered. RSA Identity Lifecycle combines a business-friendly interface for 

access request and approval with an innovative approach to provisioning user access 

changes automatically across all target systems. RSA Identity Lifecycle can be 

layered on top of existing provisioning systems, extending their value.  

With RSA Identity Lifecycle, organizations can: 

• Provide a business-relevant, easy-to-use service for requesting and approving

access.

• Execute user access changes rapidly and reliably, across all key applications –

whether on premise or SaaS – without manual effort.

• Orchestrate the entire access request, approval, and provisioning process.

• Enforce policies and ensure sustainable access compliance through

preventative controls, enforced at the time of access request.

• Efficiently onboard or transfer users, ensuring that users quickly obtain

appropriate access through suggested entitlements based on similar users’

attributes and job roles.

• Connect quickly to commercial or custom applications via configuration-based

adapters, avoiding long and expensive deployment projects.

• Leverage existing provisioning systems instead of ripping and replacing them.
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