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Skybox® Change Manager

Firewall change requests workflow application

Description

Skybox Change Manager adds complete change workflow
capabilities to Skybox Firewall Assurance. With Change
Manager, firewall administrators can centrally manage firewall
change requests. End-users can submit requests to allow new
connectivity in the network and Change Manager quickly finds
the relevant firewalls, assesses for security risks, verifies that the
appropriate firewalls access has granted. The Change Manager
module can also check that a request complies with network
policies, and help plan the details of access rule changes.

Features
+ Web-based workflow application

* Full ticketing system — including multiple phases, audit-log,
comments, attachments etc.

+ Automatically finds the relevant firewalls for each source,
destination and port

+ Checks actual connectivity by simulating the firewall access list
to prevent redundant firewall changes

+ Checks policy compliance requests against out-of-the-box or
customized policies

+ Automatic email notifications
* Allows integration with 3rd party ticketing systems

Specifications
Skybox Change Manager is an add-on module available only to
customers with the Skybox Firewall Assurance solution.

About Skybox Firewall Assurance

Skybox Firewall Assurance allows network managers to quickly
assess their firewall compliance status in a fraction of the time
of manual audits, reducing the costs associated with firewall
administration. Firewall Assurance pinpoints conflicting firewall
rules and misconfigurations, potential risk exposures that need
immediate attention.
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Request Description
Subject: Access from DMZ to Financial DB Prioity: High

Description: .. Requesting Access from DMZ server to Finance DB on port 4321/tcp

Destination Ports
4321/TCP

Source Address
162170.19.2

Destination Address.
192.170.36.32

Figure 1 — Automatically finds relevant
firewalls to be changed
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& Request: 192.170.19.2->192.170.36.32 (3 Items)
dev FW ) 19270192 192170.36.32 431TCP
prod FW ) 192470192 192170.36.32 430TCP
main FW [x) 192170192 192170.36.32 4321TCP

Violations

Policy Rule |
Block Trojan and Worm Ports |

[M]  Public Policy / NIST 800-41 Policy / NIST Intemal Access / NIST-Internal to D

te - | Policy Section

 Risk Assessment
Assigned Risk:

Medium | |

Approving access, but need to check port as it may be also a common attack port

Detailed Assessment:

Figure 2 — Calculates possible risks and
policy violations
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