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Challenge

The threat of crippling attacks on government telecommunications
and computer networks continues to rise sharply, with daily attacks
now in the millions. Well funded and highly motivated adversaries
continue to launch large and sophisticated cyber attacks with severe
implications. The speed in which these organizations create new and
more sophisticated attack vectors to elude U.S. defenses provides a

tremendous challenge for our Cyber Warriors.

The diversity and sheer number of services running through both
agency networks and the critical infrastructure present an enormous
challenge for the agencies that are deploying and supporting them.
With the massive increase in voice, video, data, and other network
services supporting mission-critical government operations and
critical infrastructure, investment in research and development (R&D)
is significant. This is aimed at improving the security of both existing
deployed technologies, and new and emerging systems. Other
investments are focused on developing new and enhanced
technologies for the detection and prevention of, and the response
to, cyber attacks on the nation’s critical information infrastructure.

To deal with these challenges, federal agencies are requesting billions
of dollars dedicated to cyber security, infrastructure protection and
information security. The U.S. is looking to deploy government-wide
network intrusion detection systems along with the enablement of
active defense capabilities to limit and prevent malicious activities.
Agencies continue to deploy intelligent application-aware systems to
ensure secure, service delivery. These systems include deep packet
inspection (DPI) gateways, firewalls and unified threat management
systems (UTMs).

To help agencies and their cyber teams to meet their operational
goals, they must be able to accurately account for the efficacy of their
Cyber Threat and Active Net-Defense systems to ensure they can:

e Effectively develop, validate, optimize, and deploy IDS/IPS
rules while maintaining the performance standard

e Re-create threat scenarios to identify nefarious activity (e.g.
Beaconing, exfiltration)

e  Maintain and manage threat variants

e  Maintain operational awareness

e  Perform emulation-based development

Solution

The Mu Dynamics Cyber Suite is
a commercial off-the-shelf
(COTS) Cyber Threat and Active
Net-Defense analysis solution that supports the efforts of cyber

organizations from the floor analysts to the operations support and
mission execution teams.

The Mu Cyber Suite provides a robust platform to help agencies
analyze the efficacy of the IDS/IPS rule sets and to validate their
impact on the overall infrastructure. With its unique ability to
statefully recreate any nefarious activity across protocols of the OSI
layers 2-7, agencies can develop, verify/validate and optimize rule
sets while preventing performance degradation, to support the
threat analysis development cycle.

Additionally, Mu Dynamics provides the ability to create variants of
attack vectors to perform variability modeling and simulation to
enhance the development, verification and validation of those
analytics. The Mu solution extends the capability of Active Net-
Defense by providing analyst and mission operations teams the
unique ability to recreate exfiltration strategies, posing as both
internal and external threats.

The following section describes these use-cases in more detail.

Select Mu Federal Customers includes:

U.S. Air Force Information Operations
Center (AFIOC)

U.S. Army Information Systems Engineering
Command Technology Integration Center
(TIC)

U.S. Marine Corps Tactical Systems Support
Activity (MCTSSA)

U.S. Food and Drug Administration (FDA)

Numerous intelligence agencies
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USE —CASE #1
Malware “Beaconing” Detection

One of the most significant challenges network security is
facing is “beaconing detection”. Most organizations are
infested with surreptitious malware, and once a desktop or
server is infected it periodically “phones home” for additional
downloads or instructions, and ultimately it may infiltrate
protected data. This nefarious behavior makes for many
significant challenges.
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from /Users/jchristmas/.rvm/gems/ruby-1.9.2-p180/gems/mu-5.7.28/11b/mu/a ~
pi/scale.rb:214:in “post'

from /Users/jchristmas/.rvm/gems/ruby-1.9.2-p180/gems/mu-5.7.28/1ib/mu/a
pi/scale.rb:85:in “verify'

from scaletesterl.rb:56:in “<main>'

Jon-Christmass-MacBook-Pro:beacon jchristmas$ ls
Becket-test.rb beaconing-test.msl
Parameters.txt parameter. txt
PerieodicVerify.rb pv.rb

backuppv.rb scale.json
Jon-Christmass-MacBook-Pro:beacon jchristmas$ nano scaletester.rb
Jon-Christmass-MacBook-Pro:beacon jchristmasS ruby scaletesterl.rb

I, [2011-07-86T15:58:25.939231 #883] INFO -- : session | ["31f9b228-a7a1-4960-b
a98-b41ff3e69645"]

Creating test now...
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Additionally, the beacons are becoming more sophisticated,
while remaining buried within exploited protocols of
applications.

By using real traffic captures, the Mu Cyber Suite can
statefully reproduce and emulate beaconing profiles in the
test lab to help agencies verify and validate threat analytics
and sensors. High scale application loads can also be applied
as background traffic to emulate “hiding in plain sight”.
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Template System Admin
v v v

s admin Sign Out  Support |

File Edit Controls  View

php?adv=a...0204&id=

+ beaconing-test © | Field y: — GET

Verity succeeded at 12:54 PM (Generate Variants)

; Message was sent
4 Offline.pcap !

Field Label
= Hosts Hypertext Transfer Protocol
Host: 192.168.3.35 String
Host: 195.2.263.92 O String
# Global Options String
& Global Variables String
Transport: TCP (HTTP) String
= - GET Adfpmmn...35&p=1 HTTPA.1 String
ve
@ unique_id |
« [# Receive (Assertions) Message Bytes

= « HTTP/1.1 200 OK (texthtml)
«  Send (Edit)
« @ Receive (Assertions) GET /tdfpams

User-Agent: Mozilla/4.0 (com

Host: acxerox.com..

1/bhanx.php?adv=adv516&codel=K00C&code2=02044id

1 HTTPA.A

Original Value

GET /tdfpmmn/bhanx.php?adv=adv...
GET /tdfpmmn/bhanx.php?adv=adv...
7990445

&p=1 HTTP/1.1\r\n

User-Agent: Mozilla/4.0 (compa...
Host: acxerox.com\r\n

\r\n

Hide Executed Bytes [ HEX [ASCH

GET /td!pmnn/bhn:\x.php?adv-udelsscodel-KODC&codez-020l&xdfl‘??bu*p-l HTTP/1.1..

990445&p=1 HTTP/1.1..

User-Agent: Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 5.1; SV1)verdd..

NT 5.1; SV1)verdS..

0; Windows

Fig. 1 - Mu Cyber Suite recreates beaconing profiles from real traffic captures to aid in detection validation
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USE —CASE #2

IDS/IPS Rule Development, Optimization, Verification /Validation and Performance

A strong Active Net-Defense relies on a robust Intrusion
Detection/Prevention System. These systems are only as
good as the evolving “rule set” deployed over this
infrastructure. As such, these rules need to be validated to
ensure they are effective in their policy while not negatively
impacting performance. The impact of a mis-configured
rule can lead to a false sense of security if it does not detect
the attack or event as intended. In the worst case however,
it may trigger false positives or junk alerts causing
unnecessary alerting or even performance degradation to
the point of system meltdown.
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The Mu Cyber Suite allows analysts to verify and validate these
rules during development as well as to gauge the performance
impact they have on the system, before they are deployed in
the production environment. By recreating real traffic profiles
with variable data sets, analysts can simulate thousands of
traffic permutations to perform “what-if” scenarios against the
new rule set. By generating high levels of background traffic
and monitoring system utilization (e.g. CPU), analysts can
ensure that rules are optimized for performance.

Mu Test Suite

‘@E [ DEEZEGERIY nps://192.168.1.200/app/ Wicketinterface=:4::

File Edit Controls  View

v & | (3§~ Coogle Q)@

admin Sign Out ' Support = Help

|

+ snort_signature_test © || Edit snort-signature_test [~} ‘
Verify succeeded at 124 PM (Generate Variants) [T} snort-signature_test is loaded m
% Offline.pcap | :
|
= Hosts Il| ©AddRow @ Delete Rows | ]Copy Rows gChange Options :
4 |
Host: 182.168.45.20 {|| O |[vestName valureplace valuereplace2 ‘ |
Host: 192.168.45.205 } = |
0O 9 O test
% Global Options | } a9? test2 0x00 0x00 0x00 0x00 0x00 0x00 0x00 0x00 0x00 0x00 0x00 0x00 0x00 0x00 }
— - — =) ? test3 0x90 0x80 0x90 0x90 0x80 0x90 0x90 0x80 0x90 0x90 0x80 0x90 0x90 m |
sseppess Seq: Ox2DFFSICB Ack: @x2D204C16 Win: @xC Tcplen: 32 0 P O test4 AAAAAasdfasdlfisiv asdifjasoidfjaisdfjiasdjf :
TCP Options (3) => NOP NOP TS: 4516570 4516569 O 9 O tests sdf ifaisdt Kasjom }
E;'J [};1“:?%2101 poorly written snort rule [**] 0 9 O testé Mu.randomint(509999909809) kasdjflashdfhasdfijasif :
riority:
07/06-16:03:27.414283 192.168.3.1:43643 -> 192.168.4.1:502 0 P9 teat7 Mu.randomint(509999909809) Iisadfikjasdlkfjasidkfjlaksdfjasdfl I
TCP TTL:64 TOS:0x@ ID:48006 IplLen:20 Dgmien:119 DF ——- !
sseppers Seq: Ox2DFFSICE Ack: @x2D204C16 Win: @xC Tcplen: 32 MTTesTsute
TCP Options (3) => NOP NOP TS: 4516570 4516569 Mu Dynamics WebEx Enterprise ... % h 3 L -
£ i : 8§~ Google -
root@nu-snort:~# cat /etc/snort/rules/local.rules 68.1.200/app/wicket:interface=:4:: v | (3§~ Google Q) A B
# SId: local.rules,v 1.11 2004/07/23 20:15:44 bmc Exp S admin Sign Out | Support | Help
b 2 ad

Apps Template  System
# This file intentionally does not come with signatures. Put your local A = =
# additions here.

alert tcp any any -> any any (msg:“"pcre bad signature”; pcre:"/(@x0\s){10}1(ex9

Admin = Recorcing packets (A1)

0\s){10} | (0x80\s){10}/"; sid:100000001;)

alert tcp any any -> any any (msg:"poorly written snort rule”; pcre:"/(@x@0\s){1 m
0} 1(0x90\s){10} | (0x808\s) {10} | (@x@0\s) {9} | (8x90\s){9} | (Bx82\s) {9} | A{10} | ABCDEFGHL
JKIAAAABBBBCCCCIB{10}/"; 51d:10000002;)

root@mu-snort:~# |

Y
v| & | Edit snort-signature_test

Verlty succeeded at 124 PM (Generate Variants) | || snont-signature_test is loaded

Host: 192.168.45.20
Host: 192.168.45.205
# Global Options
Global Variables
Transport: TCP (Modbus_TCP)
» query [ 1 pkt...gram (584/984).
v Send (Edit)
v Receive (Assertions)
= « response [ 1 ...gram (584/984).

1000 root@M4k-

" TCP Options (3) => NOP NOP TS: 4516578 4516569

root@nu-snort:~# tail -40 /var/log/snort/alert
07/06-16:03:27.340557 192.168.4.1:502 -> 192.168.3.1:43641

¢ Offline.pcap TCP TTL:63 T0S:@x@ ID:7063 IplLen:20 Dgmlen:119 DF
**eAP*R* Seq: Ox2D6SF12E Ack: Ox2E@95601 Win: @xC Tcplen: 32
B/ Hoats ©Add Row @ Delete Rows (7] Copy Rows TCP Options (3) => NOP NOP TS: 4516496 4516495

valureplace [**] [1:10000002:0] poorly written snort rule [**]

0x00 0x00 0X00 0x00 0x00 0x00 0x00 0x00 Ox(¥ L-" Lority: €]

07/06-16:03:27.341252 192.168.3.1:43641 -> 192.168.4.1:502

0x90 0x80 0x90 0x90 0x80 0x90 0x90 0x80 0xHN TCP TTL:64 TOS:@x@ I1D:49010 IplLen:20 Dgmlen:119 DF

**sppees Seq: Ox2E@95601 Ack: Ox2D65F171 Win: @xC Tcplen: 32

AAMAasdijasdifisiv TCP Options (3) => NOP NOP TS: 4516497 4516496
sdfjoasidjfaisdf
Mu.randomint(508999909809) [**] [1:100000001:0] pcre bad signature [**]

[Priority: @]
e nemdteen 0000000000 e 07/06-16:03:27.413779 192.168.4.1:502 -> 192.168.3.1:43643

P— o TCP TTL:63 TOS:@x@ ID:41240 Iplen:20 Dgnlen:119 OF
v Send (Edi) **sppre* Seq: @x2D204B03 Ack: OX2DFFSIC8 Win: OxC Tcplen: 32
., Receive (Assertions) P " iTCP Options (3) => NOP NOP TS: 4516569 4516569
» query [ 1 pkt...gram (584/984). [**] [1:10000002:0] poorly written snort rule [**]
v  Send (Edit) [Priority: €]
07/06-16:03:27.413779 192.168.4.1:502 -> 192.168.3.1:43643
[ s (Sseaions) TCP TTL:63 T05:@x0 1D:41240 IpLen:20 Dgnien:119 OF
= « response [ 1 ...gram (584/984). #*sApaes Seq: Ox2D204BD3 Ack: Ox20FFSI1C8 Win: @xC Tcplen: 32
b ® Send (Edit) TCP Options (3) => NOP NOP TS: 4516569 4516569
A
o€ Flecelve (Aseartions) [**] [1:100000001:0] pcre bad signature [**]
» query [ 1 pkt...gram (584/984). [Priority: @]
lv ® Send (Edit) 07/06-16:03:27.414283 192.168.3.1:43643 -> 192.168.4.1:502
» Receive (Assertions) TCP TTL:64 TOS:@x® I1D:48006 IplLen:20 Dgmlen:119 DF
seppees Seq: Ox2DFFS1C8  Ack: @x20204C16 Win: @xC Tcplen: 32
= « response [ 1 ..gram (584/984). TCP Options (3) => NOP NOP TS: 4516570 4516569
v
~ly written snort rule [**]
Fig. 2 - Mu Cyber Suite recreates permutations of traffic flows to verify and validate the effectiveness and 12.168.3.1:43643 > 102.168.4.:562

3006 IpLen:20 DgmLen:119 DF

performance of new IDS/IPS rules prior to deployment 3 Ack: @2N284CK0 -Win: (OxC Toplen: 2
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USE —CASE #3
Exfiltration Detection

Exfiltration, or exportation, of data is usually accomplished by
copying sensitive data from the trusted system via a network
channel, or via remote access to applications.

The Mu Cyber Suite allows agencies to take a proactive
approach to testing exfiltration analytics by using the agencies
own service traffic to auto-generate tens of thousands of
unique, relevant and stateful transactions using standard

protocols from across the OSI Layers.
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These protocols can be manipulated and exploited (e.g.
leveraging the trusted reserved bits in MODBUS or
optimization mechanisms like HTTP pipelining) to carry out
the sensitive data as part of their interaction with
applications, industrial control systems and other services.

By generating such real-life scenarios, analysts can exercise
their exfiltration detection and threat analytics capabilities to
take a proactive stance against this method of security
exploitation.
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Fig. 3 - Mu Cyber Suite recreates stateful protocol transactions using exploits to exercise exfiltration detection capabilities
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